The revelation that US and British spy agencies have undermined a commonly used encryption code should alarm researchers, says Charles Arthur.
flow of dissident ideas from countries where people might fear that their communications are being tapped and, even if encrypted, cracked?
Some get it. Ross Anderson, a security researcher at the University of Cambridge, UK, has been highly critical and outspoken. When I spoke to him in September, soon after the NIST revelation, he called it "a wake-up call for a lot of people" and added: "This has been a 9/11 moment for the community, and it's great that some people are beginning to wake up. "
Kenneth White, principal scientist at health-information company Social & Scientific Systems in Silver Spring, Maryland, says: "Just a year ago, such a story would have been derogated by most of my colleagues as unwarranted suspicion at best and outright paranoia at worst. But here we are. " Anderson has an explanation for the muted response: he says that a number of British university departments have been quietly coerced by the GCHQ. The intelligence-gathering agency has a substantial budget, and ropes in academics by offering access to funds that ensures their silence on sensitive matters, Anderson says. (If that sounds like paranoia, then see above.) I have not been able to confirm his claims, but what are the alternatives? One is that the academics are simply too busy going back over their own work looking to see if they agree with the claimed weaknesses. The other is that they simply don't care enough.
For those who do care, White and Matthew Green, who teaches cryptography at Johns Hopkins University in Baltimore, Maryland, have embarked on an ambitious effort to clean up the mess -one that needs help.
They have created a non-profit organization called OpenAudit.org, which aims to recruit experts to provide technical assistance for security projects in the public interest, especially open-source security software. A similar effort initiated by White and Green is checking the open-source software called TrueCrypt, which is widely used to lock down hard drives during foreign travel (see go.nature.com/nsvdjh).
Concerns over the security of the NIST Dual EC DRBG standard were raised in 2007, but too few academics spoke out then. The events of 2013 must make them rethink. Cryptography rarely reaches the headlines, but now it has done so for all the wrong reasons. For 2014, academics working in cryptography and security should make themselves a promise: 'We won't get fooled again. ' And most of all, 'We won't go down quietly. ' ■ Charles Arthur is technology editor of The Guardian in London. e-mail: charles.arthur@gmail.com
